Feature Coocurrence Restrictions:

+action  has  { +agent, +-intrusion,  +-reversible, +-audited, +-attributable, +-impacting, ... ... }

(defconcept action)

+agent  has  { +(user | process), +(workstation | NetworkSegment | DMZ), +-knowledgeable, +-insider }

(defconcept agent)

+insider  has  { +access, +knowledgeable }

/*Elaboration:  An insider who is a user is thus an individual who is first trusted by an organization and then granted certain accesses to its information resources*/

(defconcept insider (?c agent))

+user  has  { +-threatening, +insider, +trust_sa } 

+threatening  has  { +(malicious | disdainful | careless | ignorant) } 

+malicious  has  { +-focused, +-moleish }

+intrusion  has  { +violates_OSP,  +-violates_ASP, ... ... }

/*Do we want to say that some intrusive actions do not violate the OSP?*/

+false_positive  has  { +warned, -intrusion }

+false_negative  has  { -warned, +intrusion }

+misuse has  { +violates_ASP, +malicious }

/*Elaboration: An intrusion is a misuse intrusion if it is a well defined attack on a known vulnerability
 */

+impacting  has  { +impact_type }

/*Elaboration: compromises the integrity, confidentiality or availability of assets on a protected [network] system
*/

+impact_type  has  { +-secrecy, +-integrity, +-availability }

+anomaly_intrusion  has  { +anomalous, -violates_ASP, +intrusion } 

+misuse_intrusion  has  { +misuse, +intrusion } 

+subversion_error  has  { +anomaly_intrusion, +false_negative } 

/*Elaboration:  The penetrator gradually “conditions” the intrusion detection system to think what he’s doing is normal.*/

+attributable  has  { +user, +-masqueraded, +timestamped }

/*Elaboration: can be reliably associated with a certain user at a certain time*/

+audited  has  {+collector, +-warned }

/*Elaboration: Audited means that some raw data has been collected on the action
.*/

+collector  has  { +-outside_of_firewall, +-outsourced }

/*Elaboration: A collector is an event collector, event aggregator, collection server, or similar. */

+security_information_manager  has  {+collector,  +-intrusion_detection_system, +-host_configuration_analysis, +-performance_monitoring, +-predictive_analysis, +-forensic, … … }

/*”Security Information Management” (SIM) and “Security Operations Center” (SOC) */

+host_configuration_analysis  has  { +-patch_analysis,  +-system_module_hashing,  … … }

+intrusion_detection_system  has  { +-agentOnHosts, +-sniffers, +-ESM, +intrusions_detected }

+predictive_analysis  has  { +-patch_analysis, +-configuration_analysis, +-eventTree_analysis, +-faultTree_analysis,   +-analysis_action_generation, … … }

/*Relates to “concept exploration”, “vulnerability assessment”, and to “modeling and simulation”. */

+analysis_action_generation  has  { +-automatic_patching, +-firewall_reconfiguration, … … }

/*This is dynamic reconfiguration, course-of-action determination, …*/

+sniffer  has  { +-network_monitor }

+intrusions_detected  has  { +-anomaly_intrusion,  +-misuse_intrusion }

+sniffer  has  { +-network_monitor }

+agentOnHosts  has  {+-systemCallIntercept,  … … }

+systemCallIntercept  has  { +-instantConfigurableBlocking, +-audited
, +-file_intercept, +-configuration_intercept, +-execution_space_intercept,  +-networking_intercept }

LEXICON:

ADJECTIVES, CONCEPTS, and NOUNS
	term
	definition

	access
	possessing access to certain system resources

	anomalous
	Deviates significantly and suspicionably from the norm

	availability
	

	careless
	

	configuration_intercept
	

	disdainful
	

	dynamic_reconfigure
	automatic or manual capability to dynamically reconfigure IT infrastructure

	ESM
	has an extra-site management/command center component.  This component may manage the networks of other organizations.

	execution_space_intercept
	

	file_intercept
	

	focused
	a malicious insider is focused when his intent is to disadvantage the organization selectively for the benefit of some specific competitor.

	forensic
	designed and intended to provide evidence for a courts martial or criminal prosecution

	ignorant
	

	insider
	

	instantConfigurableBlocking
	

	integrity
	

	knowledgeable
	has, or is directed by an agent with, superior knowledge of asset value.

	legitimate
	the system report refers to an action which violates no policy

	malicious
	

	masqueraded
	although the action is reliably attributed to a certain person, that person could not have expected that the action would occur.


	moleish
	a malicious insider is  moleish when he constrains his behavior so as to make repeated intrusions.  

	network_monitor
	a separate host dedicated to the insider threat.  Maybe:  A network_monitor is the "Analyzer" which sits at some point in the network, gathers data and makes intrusion determinations. An Analyzer may communicates one or more Managers using the Intrusion Detection Exchange Protocol (IDXP), an application-level protocol for exchanging data between intrusion detection entities.

	networking_intercept
	

	outside_of_firewall
	

	outsourced
	a collector of audit data is outsourced if the collector’s loyalty is not fully directed at the organization.

	patch_analysis
	

	performance_monitoring
	capability to monitor IT infrastructure performance

	process
	a computer process: an agent which submits instructions to a central processing unit (CPU) resulting in a change of  a host system’s state and possibly effecting interaction of the host system with other hosts

	reversible
	the protected [network] system can reasonably be brought back  to its state before the action

	secrecy
	

	system_component
	the protected [network] system as a whole, or  one of its components


	system_module_hashing
	

	threat_p1
	an indication of impending harm to an organization's information resources

	timestamped
	

	trust_sa
	intended, by some relevant system administrator, to have access

	user
	a human interacting with the organization’s protected [network] system

	violates_ASP

	circumvents the information system security policy, by achieving a system state inconsistent with the system design as configured.  Associated with “misuse intrusion”.  Likely to have an associated CERT advisory and a “signature”.

	violates_OSP
	violates a (possibly implicit
) policy of the organization

	warned
	a warned action results in a request by the security system for human assessment of an action as a possible violates_OSP
.    A warning is issued by the security information manager system and is based on audit entries.


� This is the world of virus definitions, CERT advisories, CVE, and OVAL.


� Or the products of the organization??


� We may want to include semi-raw data which can be inferred from collected raw data.  That is, an event which is not itself audited may necessarily have occurred if, say, two other audited events are in the logs.


� Windows 2000 Professional, for example, has -instantConfigurableBlocking, +audited.


� Under this definition, actions of a  Trojan horse are masqueraded.


� host, in particular


� ASP refers to “Automated Security Policy” as discussed in Daniel F. Sterne’s 1991 paper “On the Buzzword ‘Security Policy’ ”


� Laws, mores, and social covenant are implicitly part of an organization’s policy.


� --or maybe possible intrusion?





